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In-Webo
2 Factor
Authentication

Security made easy:
Whether to implement,
to manage, or to use,
secure 2-factor authen-
tication has never been
SO easy

Solutions and tools:
Well suited for complex
and heterogeneous
environments, and for
deployments in any size,
whether B2B or B2C

Affordable security:
Management and
support costs dramati-
cally reduced, so that
you do not have to
compromize on security
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Overview

Corporate information systems (IT) enlarging their environment, such as remote access, VPN,
new users (customers, partners), business applications delivered from the Clouds, new
devices for mobility (tablets and smartphones)...

The proliferation of these types of access is a challenge for IT organizations, in terms of both
security and ease of use. Traditional 2-factor authentication and single sign-on (SSO) do not
meet these challenges.

In-webo offers NO-HARDWARE authentication solutions, combining ease-of-use and security
for traditional types of access (remote access, VPN), innovative types of access (Saas /
Clouds, new handsets and devices, B2B) and etc.

Features

Multi-environment:
Authenticate your users from laptops, smartphones, tablets and more

Ease-of-use:
Strong 2-factor authentication as easy as SSO (Single sign-on)

Security:
Eliminates token without lowering your security; hardware security equipment (HSM)
integrated in our platforms; security policy under your exclusive control; ANSSI certificate

Easy to deploy:
Almost no impact on legacy systems, same day setup

Selfcare:
PIN and authentication token management by users - within your policies, dramatically
reduces your support costs

API, SDK & Consoles:
Integrate authentication and its management into your architecture, tools and processes

High availability:
Completely and geographically redundant infrastructures, automatic and
transparent failover, optional local backup

Security as a server (Saas):
Minimum investment, flat-rate or pay-as-you-use models

Traceability:
Access to full history of access attempts to your infrastructure

Market adoption:
Solutions implemented by MNCs and smaller companies in all Regions
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Security
In-Webo Execution environments, such as computers, smartphones, tablets, cannot guarantee the
confidentiality of stored secret keys. In-webo introduced authentication technologies based
2 Factor on random dynamic keys. This worldwide patented and exclusive innovation allows In-webo

to propose NO HARDWARE authentication tokens with unmatched security.

Authentication

Flexibility and ease-of-use

No hardware and Activation and initial tokesn customization done by entering a disposable key delivered to a
strong authentication user by their service provider or system administrator.

tokes are made avail-

able for free, and allow 2-factor authentication done by entering the user secret code (PIN) defined at token

for immediate access customization stage
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voice responder, desktop clients...)

In-webo Toolbar
2-factor authentication integrated in any internet browser
Maximum security and user experience when accessing web applications

mAccess
SDK for in-App strong authentication
Securing access from desktop clients, embedded and mobile applications

Identity Hub

The Identity Hub is a B2B offering where you can (without implementing identity federation
with any 3rd party) supply or obtain information and data relative to users or prospects
during a session authenticated by In-webo. Use cases are numerous:

- Securing offers hosted in the Clouds

- Certification of data by trusted 3rd parties

- Non-disputable online payments
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